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Abstract:

The main issue of this research is the analysis and representation of cyber
crimes against new energies in the existing criminal laws in Iran and
France, which target technical infrastructure and new energies. The
existing challenges in the field of criminal procedure and substantive
law, especially in the direction of identifying and pursuing these crimes
in the cyber space, especially in the context of threats against vital and
emerging infrastructures, cause gaps in the legal systemsin addition to
the use of scientific sources and legal articles, this research has been
analyzed in a descriptive-analytical way, the adaptation of the criminal
laws of Iran and France with the approach of cyber threats against
technical infrastructures and new energies. The findings of the research
show that in Iran and France, the existing criminal laws to deal with
cyber crimes, especially threats against technical infrastructure and new
energies, do not fully and effectively respond to today's needs. In Iranian
law, the computer crimes law has specifically dealt with issues such as
cyber threats against critical infrastructure, but due to technological
developments, the need to amend and supplement these laws is felt. In
France, despite the existence of laws to protect information and national
security, cross-border cybercrimes and their complexities have caused
serious challenges in identifying and tracking these threatsThe results of
the research indicate that it is necessary to formulate new and
differentiated criminal policies to deal with cybercrimes and to provide
special measures in order to maintain the security of new energies.
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