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ABSTRCT

The aim of the present study is to examine the legislative requirements and
appropriate punishment of cybercrimes against security in the field of
renewable energies with a view to French jurisprudence and law. Cybercrimes
have been criminalized as new examples in criminal law in all countries today,
but given the nature of these crimes and their history, the criminal policy
resulting from these crimes has not yet reached sufficient maturity. The
following article examines the legislative requirements and appropriate
punishment of cybercrimes against security in the field of renewable energies
using a descriptive-analytical method. Iranian criminal laws in this field, from
the perspective of accepted principles and the shortcomings and obstacles
present in this area, including obstacles in two parts: shortcomings, ambiguities
of laws, the effectiveness of the laws in reverse, and the intensification of virtual
attacks against renewable energies, can be a new source for punishing and
refining criminal laws in the fields of security and cybercrimes against
renewable energy infrastructure, and improve the efficiency and preventive role
of these laws. On the other hand, the difference between Iranian and French
criminal laws in determining crimes against security is due to the influence of
jurisprudential and religious teachings in Iran in criminalizing some crimes
against security in Iranian criminal law and the lack of this issue in crimes
against security in French criminal law. The findings of the research indicate
that the formulation of sentencing requirements is like a guideline that is
presented to the legislator in the context of punishment, and its correct
application leads to the transformation and purposefulness of punishment and
the transition from the current situation in energy law to the desired situation in
the criminal justice system.

Keywords: Legislative requirements, sentencing, cybercrimes, security,
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